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NMONOXXEHUE
00 00paboTKe NnepcoHasrnbHbIX AAaHHbIX

REGULATIONS
on the processing of Personal Data



[MoHATUA 1 onpeaenenna

BuomeTpunyeckue [lepcoHarbHble
OaHHble —  CBedeHusi, KoTopble
XapaKTepuayoT usnonornyeckne wu
Bbuonornyeckue ocobeHHOoCTH
YyefioBeka, Ha OCHOBaHWW KOTOPbIX
MOXHO YCTaHOBWUTb €ro JINYHOCTb.

brnoknpoBaHue [MepcoHanbHbIX
AaHHbIX (bnoknposaHne) — BpeMeHHoe
npekpaLleHne 0b6paboTkm
[NepcoHanbHbIX AaHHbIX (3a
NCKITIOYEHNEM cny4yaes, ecnu
obpaboTka Heobxoauma ans

YyTOYHeHUs [lepCcoHanbHbIX OaHHbIX).

MHCTUTYT — CKOSIKOBCKUA WHCTUTYT
HaYyKn 1 TEXHOSOIMN.

NHdopmaumoHHas cuctema
[lepcoHanbHbIX AaHHbIX —
COBOKYMHOCTb coepXalumnxca B 6asax
OaHHbIX [lepcoHanbHbIX AaHHbIX WU
obecneumBarownx  nx  obpaboTky
MHPOPMALIMOHHBLIX  TEXHOMNorum wu
TEXHUYECKUX CPEeaCTB.

Ob6esnuunBaHune [MepcoHanbHbIX
AaHHbIX (06e3nuynBaHne) — 4encTeus,
B pesynbTaTte KOTOpPbIX CTaHOBUTCS
HEBO3MOXHbIM 6€e3  MCNonb30BaHUS
AOMNONHUTENBbHOW MHJOopMaLnn
onpenenuTb NpUHaLNEXHOCTb
[lepcoHanbHbIX AAHHbLIX KOHKPETHOMY
cyb6bekTy [NepcoHanbHbIX AaHHbIX.

Terms and Definitions

Biometric Personal Data -
information that characterizes the
physiological and biological

characteristics of a person, on the
basis of which his identity can be
established.

Blocking of Personal Data (blocking)
— a temporary cessation of the
processing of Personal Data (except
in cases where the processing is
necessary to clarify the Personal
Data).

Institute — Skolkovo Institute of
Science and Technology.

Personal Data information system —
a set of Personal Data contained in
databases and information
technologies and technical means
that ensure its processing.

Depersonalization of Personal Data
(depersonalization) — actions as a
result of which it becomes impossible
to determine the ownership of
Personal Data to a specific Personal
Data Subject without the use of
additional information.



ObpaboTka [lepcoHanbHbIX AaHHbIX

(obpaboTtka) — nwboe pencreme
(onepauus) nnu COBOKYMHOCTb
Aenctemn (onepauui), coepLliaeMblx
c MCNOSb30BaHMEM cpeacTs
aBToMaTusaumm nnm oes
MCNONMb30BaHUsl TaKUX CpeacTtB  C
MepcoHanbHbIMN OaHHLIMW, BKOYas
cbop, 3anucb, cucTemaTM3auuio,
HaKomMneHne, XpaHeHne, YTOYHEHnEe
(o6HOBNEHME, N3MEHEHNE),
N3BrievyeHme, NCnonb30BaHMe,
nepegavy (pacnpocTpaHeHue,
npeaocTaBneHune, 40CTyn),
o6e3nnymBaHue, GrnokmpoBaHue,
yaaneHue, YHUYTOXEHMNE

I'IepCOHaan bIX OaHHbIX.

OnepaTop — rocygapCTBEHHbIN OpraH,
topuanyeckoe unu dusmyeckoe nuuo,
CaMOCTOATENIbHO WM  COBMECTHO C
OPYrMMU  NULUAMW  OpraHun3yrowme wu
(vnn) ocyuwecTBnsawmMe 06paboTky

[MepcoHanbHbIX [AaHHbIX, a Takke
onpegenswowme uenn  obpaboTku
[MepcoHanbHbIX  AaHHbIX,  COCTaB
MepcoHanbHbIX AaHHbIX, MOANEXaLnX
obpaboTke, pgencteus (onepauun),
coBepwaemble C [lepcoHanbHbIMU
AaHHBIMWN.

OTBETCTBEHHOE CTPYKTYpHOE
nogpasgeneHuve - CTPYKTYpHOE
nogpasgeneHve, OTBETCTBEHHOE 3a
6usHec npouecc, B pamkax KOTOPOro
ocyLlecTBNnsaeTcs obpaboTka
[MepcoHanbHbIX AaHHbIX, B
COOTBETCTBUM C peecTpomM obpaboTok
MepcoHanbHbIX OaHHbIX,

YyTBEPXXOEHHbBIM MPUKa30M.

Processing of Personal Data
(processing) — any action (operation)
or set of actions (operations)
performed with the use of automation
tools or without the use of such tools
with  Personal Data, including
collection, recording,
systematization, accumulation,
storage, clarification  (updating,
modification), extraction, use,
transfer  (distribution,  provision,
access), depersonalization, blocking,
deletion, destruction of Personal
Data.

Operator — a government agency,
legal entity or individual,
independently or jointly with other
persons, organizing and (or) carrying
out the processing of Personal Data,
as well as determining the purposes
of processing Personal Data, the
composition of Personal Data to be
processed, actions (operations)
performed with Personal Data.

Responsible structural unit — a
structural unit responsible for the
business process within which the
processing of Personal Data is
carried out, in accordance with the
register of Personal Data processing
approved by the Order.



MNepcoHanbHble [aHHble — nbas
nHdopMaLms, OTHOCALLAACS K MPsiMO
NN KOCBEHHO OmnpeaerieHHOMY UIu
onpeaensemomy u3n4eckomy nuuy.

[MonoxeHne —  [llonoxeHne 06
0bpaboTke nepcoHarnbHbIX AaHHbIX.
[MpepoctaBneHne [MepcoHarnbHbIX
AAHHbIX (NnpepocTaBnexHune) —
AENCTBUS, HanpaBneHHble Ha
packpbiTue [lepcoHarnbHbIX AaHHbIX
onpeaeneHHomy nmuy nnu
onpeaeneHHoOMy Kpyry nuu.
PacnpoctpaHeHue [MepcoHarnbHbIX
AaHHbIX (pacnpocTpaHeHue) -
AencTeus, HanpaBfeHHbIEe Ha

packpbiTve [lepcoHanbHbIX AaHHbIX
HeonpeaeneHHoOMY Kpyry nuu,.

depepancHas cnyxba no Hagsopy B

chepe cBA3U,  MHPOPMALMOHHbLIX
TEXHOSTOMN n MacCOBbIX
KOMMyHUKaumn  (PockomHagsop) —
YNOSTHOMOYEHHbIN OpraH Mo 3awuTe
npaB  cyobektoB  [lepcoHanbHbIX
AaHHbIX.

Cybbekt [lepcoHanbHbIX  OaHHbIX
(cybbekT) —  pusmyeckoe numuo,
[lepcoHanbHble  OaHHble  KOTOPOro

obpabaTbiBatoTCs B IHCTUTYTE.

TpaHcrpaHudHas nepenada -
nepenada lNepcoHanbHbIX OaHHbIX Ha
TEPPUTOPUIO WHOCTPAHHOIO
rocygapcrea opraHy BnacTtu
MHOCTPAHHOIO rocygapcrsa,
MHOCTPaHHOMY  puanyeckomy nuuy
UIX  UHOCTPaAHHOMY  HOPUOUYECKOMY

nmuy.

TpeTbn nuua — dQu3nYeckne wunm

Personal Data — any information
relating directly or indirectly to an
identified or identifiable natural
person.

Regulations — Regulations on the
processing of Personal Data.

Provision of  Personal Data
(provision) — actions aimed at
disclosing Personal Data to a specific

person or a specific group of
persons.

Distribution of Personal Data
(distribution) — actions aimed at

disclosing Personal Data to an
indefinite number of persons.

The Federal Service for Supervision
of Communications, Information
Technology and Mass Media
(Roskomnadzor) — the authorized
body for the protection of the rights of
Personal Data subjects.

Personal Data Subject (subject) — an
individual whose Personal Data is
processed at the Institute.

Cross-border transfer — the transfer
of Personal Data to the territory of a
foreign state to a foreign government
body, a foreign individual or a foreign
legal entity.

Third parties — individuals or legal



topuanyeckne nuua, He sBnsoLnecs
cybbekTamum obpaboTkn
[MepcoHarnbHbIX OaHHbIX B UHCTUTYTE
nnu paboTHukamm NHcTuTyTa.

YHuuYTOXEeHme [lepcoHanbHbIX OaHHbIX

(YHUYTOXEHMe) —  OeucTsus, B
pesynbTate  KOTOpbIX  CTaHOBUTCS
HEBO3MOXHbIM BOCCTaHOBUTb

copepxaHue NepcoHanbHbIX JaHHbIX B
NHpopmayMoHHOM cucreme
[MepcoHanbHbIX AaHHbIX U (MnNun) B
pesynbTaTte KOTOPbIX YHUYTOXaKTCS
MaTepuanbHble HocuTEenn
[MepcoHanbHbIX OAaHHbIX.

entities who are not subjects of the
processing of Personal Data at the
Institute or by the employees of the
Institute.

Destruction of Personal Data
(destruction) — actions as a result of
which it becomes impossible to
restore the content of Personal Data
in the Personal Data Information
System and (or) as a result of which
the material carriers of Personal Data
are destroyed.



1.1.

1.2.

1.3.

1.4.

1. O6wwme nonoxeHus

NonoxeHune

OTHOLLIEHUS, CBSI3aHHblE c
obpaboTkon [MepcoHanbHbIX
JaHHbIX, OCyLLEecTBNAeMomn
paboTHMkamn  NHcTuTyTa B
pamMKax BbINOSHEHNSA
JOIMKHOCTHbLIX 00sA3aHHOCTEN C
NCMNOSb30BaHNEM cpencTts
aBTOMaTM3aumm nnu oes

MCNoJ1b30BaHUA TaKOBbIX.

[MonoxeHune onpenenseTr
NPUHUMNbI 0bpaboTku
[MepcoHanbHbIX  AaHHbIX B
NHcTuTyTE, 0064a3aHHOCTH
pabOTHUKOB NHCcTUTyTA,
ocywiecTenawmMx  obpaboTky
[MepcoHanbHbIX  OaHHbIX B
pamMKax BbIMOSHEHUS
AOIMKHOCTHLIX  0Bs1I3aHHOCTEN,

npaBa cybbekTa [NepcoHanbHbIX
AaHHbIX.

Hencrteune [NonoxeHuns He
pacnpocTpaHseTcs Ha
OTHOLLEHUS, BO3HMKalOLLME Npwu
opraHusauum XpaHeHus,
KOMMMEeKToBaHuA, yyeTa n
NCNoSb30BaHUA apPXUBHbIX
AOKYMEHTOB.

Hencrteune [NonoxeHnuns He
pacnpocTpaHseTcs Ha
0bpaboTky [MepcoHarnbHbIX
AaHHbIX, ocyuwecTBnsemyo 6e3
NCNoSb30BaHUA cpeacTs
aBTOMaTM3auuM, ecnu
yKasaHHasd obpaboTka
[lepcoHanbHbIX  OaHHbIX  HEe
Nno3BonsdeT OCYLEeCTBNATb B

cooTBETCTBUN Cc 3adadHHbIM

perynupyet 1.1. The Regulations

1.2.

1.3.

1.4.

1. General Provisions

govern the
relations related to the processing
of Personal Data carried out by
the employees of the Institute as
part of their official duties with or
without the use of automation
tools.

The Regulations define the
principles of processing Personal
Data at the |Institute, the
responsibilities of the Institute
employees who process Personal
Data as part of their job duties,
and the rights of the Personal
Data Subject.

The provisions of the Regulations
do not apply to the relations
arising during the organization of
storage, acquisition, accounting
and use of archival documents.

The provisions of the Regulations
shall not apply to the processing
of Personal Data carried out
without the use of automation
tools, if the said processing of
Personal Data does not allow, in
accordance with the specified
algorithm, a search for Personal
Data recorded on a tangible
medium and contained in card



1.5.

2.1.

2.2.

2.3.

anropuTMom MOUCK
[MepcoHanbHbIX OAHHbIX,
3a(PNKCMPOBaHHbIX Ha
MatepuanbHOM  HocuTerne U
cogepxawmxcss B KapToTekax
nnu NHBbIX
CUCTEMATU3NPOBAHHbIX

cobpaHuax [MepcoHanbHbIX

AaHHbIX, U (MNKX) OOCTYM K TakuM
[MepcoHarnbHbIM AaHHbIM.

[MonoxeHne paspabotaHo B
COOTBETCTBUM c HOpMamu
TpyooBoro kogekca Poccuickon
depepaunm n  dPegepanbHOro
3akoHa o1 27 wumonga 2006 r. Ne
152-03 «O  nepcoHanbHbIX
JaHHbIX».

2. [puHumnbl 06paboTkm
[MepcoHanbHbIX AAaHHbIX B
NHcTutyTE

O6paboTka
AaHHbIX B WHCTUTYTE [O0rmKHa
OCYLLECTBNATLCA Ha 3aKOHHOM
OCHOBE.

ObpaboTka
JaHHbIX JOJIKHa
orpaHM4nMBaTbCs  OOCTUXKEHUEM
uenen, ykasaHHbix B [lonutunke B
OTHOLLEHUN obpaboTku
[MepcoHarnbHbIX JaHHbIX.

He ponyckaetcs obbeamHeHne B 2.3.

NHcTuTyTE 0as3 JaHHbIX,
cogepxawmx [MepcoHanbHbIe
AaHHble, o00paboTka KOTOpbIX
OCyLLeCTBNsieTcs B Uensx,
HEeCOBMECTUMBbIX Mexay cobon.

1.5.

[MepcoHanbHbIX 2.2.

indexes or other systematized
collections of Personal Data, and
(or) access to such Personal
Data.

The Regulations have been
developed in accordance with the
provisions of the Labor Code of
the Russian Federation and the
Federal Law of July 27, 2006 No.
152-FZ “On Personal Data”.

Principles of Personal Data
processing at the Institute

[MepcoHanbHbix 2.1. Processing of Personal Data at

the Institute must be carried out
on a legal basis.

Processing of Personal Data must
be limited to achieving the
purposes specified in the Policy
on processing of personal data.

Combining databases containing
Personal Data, the processing of
which is carried out for purposes
that are incompatible with each
other, within the Institute is strictly
prohibited.



2.4. Obpabotke noanexatr Tonbko 2.4. Only Personal Data that meets

2.5.

2.6.

[MepcoHarnbHble AaHHble,
KOTOpble OTBEYalT LUensMm ux
0bpaboTKkn, B COOTBETCTBUM C
MNonnTtnkon B OTHOLLEHUN
obpaboTkn NepcoHanbHbIX
AaHHbIX. CogepxaHne n obbem
obpabaTtbiBaeMbix
[MepcoHanbHbIX AaHHbIX OOMKHbI
cooTBeTcTBOBaThb [lonnutuke B
OTHOLLEHUM obpaboTku
NepcoHanbHbIX AaHHbIX, U He
JOJTKHbI ObITb N3ObLITOYHbLIMMK MO
OTHOLUEHUIO K  3asiBNEHHbIM
uensm nx obpaboTku.

Mpn obpaboTke [NepcoHanbHbIX

AaHHbIX OOMKHbI ObITb
obecneyeHbl TOYHOCTb
[MepcoHanbHbIX  OaHHbIX, WX
AOCTaTOYHOCTb, a B
HeobxoaNMbIX cnyyasx n
aKTyasribHOCTb MO OTHOLUEHUO K
uensm obpaboTku
[MepcoHanbHbIX JaHHbIX.

XpaHeHue [MepcoHanbHbIX
AaHHbIX AOJTKHO
OCyLLeCcTBNATLCA B popme,
NMoO3BOSIAOLLEN onpeaenuTtb
cybbeKkTa [MepcoHarnbHbIX
AaHHbIX, HEe Aonblue, YeM 3TOro
TpebytoT uenn  obpaboTku

[MepcoHanbHbIX AaHHbIX, €cnu
CpOK XpaHeHua [lepcoHarnbHbIX
AaHHbIX He yCTaHOBIIEH
denepanbHbIM  3aKOHOM  NMOO
poroBopoM. Ob6pabaTtbiBaemble
[MepcoHarnbHble AaHHble
noanexar YHUYTOXeHWo nmbo
o06e3nnyrBaHmnio NoO JOCTUXKEHUN
uenen obpaboTkn unn B cnyyae

2.5.

2.6.

the purposes of its processing, in
accordance with the Policy on
processing of personal data, are
subject to processing. The
content and volume of the
Personal Data processed must
comply with the Policy on
processing of personal data and
must not be excessive in relation
to the stated purposes of its
processing.

When processing Personal Data,
it is essential to ensure the
accuracy of the Personal Data, its
sufficiency, and, where
necessary, relevance in relation
to the purposes of processing the
Personal Data.

Personal Data must be stored in a
form that allows to identify the
Personal Data Subject no longer
than it is required by the purposes
of the processing of the Personal
Data, unless the storage period
for the Personal Data is
established by federal law or an
agreement. The Personal Data
being processed is subject to
destruction or depersonalization
once the purposes of the
processing are achieved or in
case the need to achieve these
purposes is no longer valid.



3.1.

yTpaThl HeobxoanmocTu B
JOCTWXEHNN 3TUX LiEernen.

3. OcHoBaHunsa 0bpaboTku
[MepcoHanbHbIX AaHHbIX

O6paboTka [MepcoHanbHbIX 3.1.
AaHHbIX B NHcTutyTe
OCYLLECTBNISIETCA C  cornacus
cyObeKkTa, 3a UCKIOYEHNEM

criefyloLmx criyyaes:

3.

obpaboTtka Heobxoguma gnsa -
BbIMNOSTHEHUS BO3J10XKEHHbIX
3aKOHOOaTENbCTBOM Ha
NHcTuTyT doyHKUMA,
NOSTHOMOYMIN U 06A3aHHOCTEN;
obpaboTka Heobxoguma Anga -
NCNOJSTHEHNSA NOSTHOMOYMUI
doeaeparbHbIX opraHoB
NCMNOSTHUTESTbHOM BNacTu,
OpraHos rocy4apCTBEHHbIX
BHEOOOKETHbIX doHaoB,
NCNOSTHUTENbHbIX OpraHoB
rocyaapCTBEHHOM BflacTu
CcyOBbEKTOB Poccuinckon

denepaunn, opraHoB MECTHOrO
camoynpasneHus n  QYyHKUUn

OopraHu3aumn, y4acTBYKOLUMX B
npegocTaBneHnmn
rocygapCTBEHHbIX n
MYHULMNANbHbIX YCIYT;
obpaboTka Heobxoguma Ang
NCMNONHEHUS A0roeopa,
CTOPOHOM KOTOPOro nnoéo
Bblrogonpuobpertarenem nnu
nopyyntenem no  KOTOpPOMy

ABNsieTCA CyObeKT, a Takke Ans
3aKIOYEeHNSA TaKoro AoroBopa;

obpaboTtka Heobxoguma ans
3alMTbl XXU3HW, 300POBbS UMK
NHbIX KWU3HEHHO BaXXHbIX

Grounds for processing Personal
Data

Processing of Personal Data at
the Institute is carried out with the
consent of the Personal Data
Subiject, with the exception of the
following cases:

processing is necessary for the
execution of the functions, powers
and duties imposed on the
Institute by law;

processing is necessary for the
exercise of powers of federal
executive bodies, bodies of state
extra-budgetary funds, executive
bodies of state power of the
constituent entities of the Russian

Federation, local government
bodies and functions of
organizations involved in the

provision of state and municipal
services;

processing is needed to execute
a contract to which the subject is
a party, beneficiary or guarantor,
as well as for the conclusion of
such a contract;

processing is necessary to protect
the life, health or other vital



3.2.

NHTEepecoB
nonyvyeHue
HEBO3MOXHO);
obpaboTtka Heobxoguma AOns
OCYLLECTBIEHUS npas n
3aKOHHbIX UHTepecoB NHCTUTyTa
unn TpeTbux nuy, nubo ansa
JOCTWXKEHMNS o0OLEecTBEHHO
3Ha4YMMbIX Lienen npu ycrioBuwm,
4YTO MpPM 3TOM HEe HapyLwlalTca
npaea n ceBobobl CyObekTa;
obpaboTka Heobxoguma Ans
OCYyLLIeCTBIeHund Hay4HOM
AEeATEeNbHOCTU NMPU YCIOBUN, YTO
npu 3TOM He HapyLlalTcs npasa
N 3aKOHHbIE UHTEPECHI CYOBHEKTA;
obpaboTka ocyLllecTBnsieTcs B
CTaTUCTUYECKNUX  WUMNU  UHbIX
nccrnegoBaTenibCKNX LEensx npu
yCrnosum obda3aTenbHOro
obe3nuunBaHusa epcoHanbHbIX
AaHHbIX;
ocyLecTBnseTCs
[MepcoHanbHbIX OAaHHbIX,
nognexawmx  onyoérnmkoBaHuio
nnn obsizatenbHOMY PacKpbITUIO
B COOTBETCTBUU c
doeneparnbHbIM 3aKOHOM.
Cyb6bekT NpuHMMaET peLeHne o
npegocTaBneHnmn
[MepcoHanbHbIX AaHHbIX U AaeT
cornmacue cBoOOOHO, CBOEeNn
BONlEM N B CBOEM WHTepece.
Cornacue Ha obpaboTKky
[MepcoHanbHbIX AaHHbIX OOMKHO
ObITb KOHKPETHbIM,
npeaMeTHbIM,
MHGOPMMUPOBAHHbLIM,
CO3HaTeNIbHbIM Y OOHO3HAYHbIM.

cyObeKkTta, ecnu
cornacus

obpaboTka

3.2.

10

interests of the subject if obtaining
consent is not possible;

processing is necessary for the
exercise of the rights and
legitimate interests of the Institute
or Third Parties, or for the
achievement of socially significant
goals, provided that this does not
violate the rights and freedoms of
the subject;

the processing is necessary for
the implementation of scientific
activities, provided that this does
not violate the rights and
legitimate interests of the subject;
processing is carried out for
statistical or other research
purposes subject to mandatory
depersonalization of Personal
Data;

processing of Personal Data that

is subject to publication or
mandatory disclosure in
accordance with federal law is
carried out.

The subject makes a decision
regarding the provision of
Personal Data and gives consent
voluntarily and in his own
interests.  Consent to the
processing of Personal Data must
be specific, objective, informed,
conscious and unambiguous.



3.3.

3.4.

3.5.

3.6.

PacnpocTtpaHeHune
[MepcoHanbHbIX AaHHbIX
HeonpeaeneHHoMy Kpyry nuu, B
TOM 4ucCfne nyTem pasmeLLleHuUs
Ha cante NHCTUTyTa, BO3MOXHO
Ha  OCHOBaHMM  OTAESIbHOrO
cornacus Ha obpaboTky
[MepcoHarnbHbIX AaHHbIX.

Cornacne wMoxetT ObITb [gaHo

CYyOBHEKTOM nnm ero
npegcrasuteniem B nobon
NO3BOSAIOLLEN noaTBepanTb

doakT ero nosnydeHna popme, 3a
WCKINIOYEHNEM CrlydaeB, Korga
doeaeparbHbIM 3aKOHOM
npegycMoTpeHa obsasaTenbHas
nMCbMeHHaa opma cornacus.
PaBHO3Ha4HbIM cofepXkaliemy

COBCTBEHHOPYYHYIO noanuncb
corfnacuio B NMCbMeHHOW hopme
Ha BymMaXkHOM HocuTene
npusHaeTca cornacue B dopme
9NIEKTPOHHOro AOKYMEHTa,
noanMCcCaHHOro 3IIEKTPOHHOM
NoaMnChHIO.

Cornacue MoxeT 6bITb 0TO3BaHO
cybbektoM. B crnyyae oT3biBa
cornacua  WHctutyT  Bnpase
NPOAOIMKNUTb obpaboTky
[MepcoHanbHbIX  OaHHbIX  ©e3
cornacus cybbvekTa npu Hanm4mm
MHbIX OCHOBaHW 0B6paboTKK
[MepcoHanbHbIX JaHHbIX.

Cornacue B nucbMeHHON chopme
JOIMKHO BKMtoYaTb B cebs, B
YaCTHOCTMU:

damunuio, nm4, OTYECTBO,
agpec cybbekTa NepcoHarnbHbIX
AaHHbIX, HOMEp AOKyMEHTa,
YAOCTOBEPSAIOLEro  JINYHOCTb,

3.3.

3.4.

3.5.

3.6.
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The distribution of Personal Data
to an indefinite number of
persons, including by posting on
the Institute’s website, is possible
on the basis of a separate consent
to the processing of Personal
Data.

Consent may be given by the
subject or his/her representative
in any form that allows
confirmation of the fact of its
receipt, except for cases where a
mandatory written form of consent
is provided by federal Ilaw.
Consent in the form of an
electronic document signed with
an electronic signature is legally
equivalent to a paper consent
containing a handwritten
signature.

A consent may be revoked by the
subject. In case of revocation of
consent, the Institute reserves the
right to continue processing
Personal Data without subject’s
consent, provided that there are
other grounds for processing
Personal Data.

A written consent must include, in
particular:

the last name, the first name, the
patronymic name, home address
of the Personal Data Subject, the
number of the identity document,



3.7.

3.8.

CBeAEeHUs O JaTte Bblaaun WU
BblJaBLLUEM €ro OpraHe;

damunuio, nms, OTYECTBO,
agpec npeacrtaBuTensi, Homep
OOKYMEHTa, YOOCTOBepsIoLWero

ero fIMYHOCTb, CBefeHNda O aaTe
Bblda4M W  BblaBLIEM  €ro
opraHe, pPeKkBM3UTbl AOKYMEHTa,
noaTBepXaaroLwero nosIHOMoYns
npeacraBuTens;
HanmeHoBaHue n
NHcTuTyTa;
uens obpaboTku;
nepeveHb
AaHHbIX;
HauMeHoBaHWe W agpec nuua,
ocywectenswowero obpaboTky
no nopyyeHunto IHCTUTyTa;

agpec

[MepcoHarnbHbIX

nepeyeHb OencTeun, obuiee
onncaHue crnocoboB 0b6bpaboTku
[MepcoHanbHbIX AaHHbIX;

CPOK, B TE4YeHMe KOTOpOoro
AeuncTByeT cornacue cybbekTta
[MepcoHanbHbIX AaHHbIX, @ TaKkKe
cnocob ero oT3bIBa;

noanucb cybbekTa
[MepcoHarnbHbIX JaHHbIX.
[MepcoHarnbHble AaHHble
pabOTHUKOB NHcTuTyTa
obpabaTtbiBaloTCA Ha OCHOBaHUN
NX MMCbMEHHOrO cornacus.

BuomeTpunyeckue
[MepcoHarnbHble JaHHble,
ncnonb3yemble B MHCTUTYTE Ons

yCTaHOBIEHNS NIUYHOCTU
cybbekTa, obpabaTbiBaloTCs Ha
OCHOBaHUM NMUCbMEHHOTO
cornacus cybbeKkTa

[MepcoHarnbHbIX AaHHbIX.

3.7.

3.8.

12

its date of issue and the issuing
authority;

the last name, the first name, the
patronymic name, home address
of the representative, the number
of his/her identity document, its
date of issue and the issuing
authority, the details of the
document that confirms the
authority of the representative;
the name and the address of the
Institute;

the purpose of processing;
Personal Data list;

the name and the address of the
person carrying out the
processing on behalf of the
Institute;

a list of actions with general

description of methods of
processing Personal Data;

the period during which the
consent of the Personal Data

Subject is valid, as well as the
method of its revocation;
Personal Data
signature.

Personal Data of the Institute’s
employees are processed on the
basis of their written consent.

Subject’s

Biometric Personal Data used by
the Institute to establish the
identity of the subject are
processed on the basis of the
Personal Data Subject’s written
consent.



3.9. ObpaboTka

3.11. WabnoH.bl

3.12. OTBeTCTBEHHOE

KaTeropum [MepcoHarbHbIX
AaHHbIX, KacaroLmxcs
COCTOSIHMS 300pOBbA
OCYLLECTBNAETCS C MMCbMEHHOro
cornacus cybbekTa
[MepcoHanbHbIX  OaHHbIX, 3a
NCKMOYEHNEM Cny4YaeB, Koraa
obpaboTka TpebyeTca B
COOTBETCTBUU c
3aKoHOAAaTEeSNIbCTBOM.

3.10. MHCTUTYT He ocywecTBnsaeT
obpaboTKy crneunanbHbIX
KaTeropum [MepcoHanbHbIX

JaHHbIX, KacalrLLUXCA pacoBOW,
HaLUMOHaNbHOW
NPUHaONEXHOCTN,
NONUTNYECKNX B3rnsos.,
pPEnUrno3HbIX U purocogoCcKux
ybexxaeHnin, MUHTUMHOW XXN3HW.

cornacuu Ha
0bpaboTKy [MepcoHarnbHbIX
AaHHbIX paspabaTbiBaloTCA
[MpaBoBbIM AenapTamMeHToM
NHcTutyTa no 3anpocam
OTBETCTBEHHbIX  CTPYKTYPHbIX
nogpasgeneHunn.

CTPYKTypHOE
nogpasgeneHne obecneymBaeT

KOHTPOIb Aayu cornacum
cybbektamn.  Cornacma  Ha
obpaboTky [MepcoHanbHbIX
AaHHbIX, nognucaHHble
cybbekTaMmu NIMYHOW MOAMNUCHIO,
xpaHaTca B OTBETCTBEHHOM

CTPYKTYPHOM rnoapasaeneHum.

cneumanbHbiX 3.9. Processing  of

the special
categories of Personal Data
concerning health status s

carried out on the basis of
Personal Data Subject’s written
consent , except for the cases
when processing is required by
the law.

3.10. The Institute does not process

3.11. Templates of

special categories of Personal
Data related to race, nationality,
political views, religious or
philosophical beliefs, or intimate
life.

consents for
processing of Personal Data are
developed by the Legal
Department of the Institute by the
request from Responsible
structural units.

3.12. The Responsible structural unit
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controls the provision of consents
by the subjects. The consents for
the processing of Personal Data,
personally signed by the subjects
are stored in the Responsible
structural unit.



4.

4.1. B OTBETCTBEHHbIX CTPYKTYPHbIX 4.1.

4.2.

Ob6siI3aHHOCTN paboOTHUKOB,
ocyLecTBnsALWmMX 06paboTky
[MepcoHanbHbIX AaHHbIX

nogpasgerneHusix npukasom no
NHcTuTyTy Ha3Ha4aeTcs
pabOoTHUK(-n),
KOOPANHUPYHOLLNIA(-KE)
obpaboTky [MepcoHarnbHbIX
AAHHbIX B AeATenlbHOCTU
CTPYKTYpPHOro nogpasgeneHuna u
PYHKLMOHANBbHO NOAYNHEHHbIN(-
ble) nuuy, OTBETCTBEHHOMY 3a

opraHusauuio obpaboTkm
[MepcoHanbHbIX AaHHbIX B
NHcTuTyTe.

PaboTHMKM, ocyLlecTBASAOLWNE
0bpaboTKy [MepcoHarnbHbIX
AAHHbIX B paMKax BbIMOMHEHNS
CBOMX JOMKHOCTHbIX

0b6s13aHHOCTEN, OOMKHBbI:

He packpbiBaTb TpeTbUM Nvuam
n He pacnpocTpaHsaTb
[MepcoHanbHble OaHHble 0e3
cornacus cybbeKkTa
[MepcoHanbHbIX [OaHHbIX, €crnu
NHoe He npesyCMOTPEHO
doefeparsribHbIM 3aKOHOM;

npu  ocywecteneHnn  cbopa
[MepcoHanbHbIX AaHHbIX NNBOo
nepegadn  TpeTbuUM  nvuam
[MepcoHanbHbIX  OaHHbIX
yOOCTOBEPUTBCA B Hannium
3aKOHHbIX OCHOBaHWIN 40 Ha4yana
Takon obpaboTku;

B Clnyvyae nonyyeHus cornacus

OT npeacTaBuTenst cybbekTa
NPOBEPSATH NonHOMOoYNA
npeacTaBuUTenNs Ha nady

cornacus,;

4.

4.2.
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Responsibilities of employees
processing Personal Data

In the Responsible structural
units, an employee(s) shall be
appointed by order of the Institute
to coordinate the processing of
Personal Data in the activities of
the structural unit and functionally
subordinate to the person(s)
responsible for organizing the
processing of Personal Data at
the Institute.

Employees who process Personal
Data as part of their job
responsibilities must:

not disclose or distribute Personal
Data to Third Parties without
Personal Data Subject’s consent ,
unless otherwise provided by
federal law;

ensure that there are Ilegal
grounds before initiating the
collection or transfer of Personal
Data to Third Parties;

if the subject's representative
provides consent, verify the
representative's authority to act
on behalf of the subject.;



5.1.

coBepwartb Cc [lepcoHarnbHbIMK
AaHHbIMM  TONbKO  OEWCTBUSA,
HeobxoauMble AN BbIMONHEHUS
CBOMX AOIMKHOCTHbIX
obs3aHHOCTEWN;
MUHUMU3NPOBATb obpaboTky
[MepcoHanbHbIX OaHHbIX, T.€.
OCYLLECTBNATb obpaboTky
AAHHbIX  WCKMIYUTENBHO B
obbeme, Heobxogumom  AOnd
BbIMOSIHEHUS CBOMX
AOJMKHOCTHbLIX 06513aHHOCTEN;

3HaTb nNpaBuna  obpaboTku
[MepcoHanbHbIX OAaHHBbIX,
yCTaHOBNEHHble B WHCTUTYyTE,
NnpoOxXoauTb oby4eHne,
TecTMpoBaHue, npoBoAuMbIe
NHCcTUTyTOM;

coobLaTtb B [MpaBoBOW

agenaptaMeHT O  BbISIBIIEHHbIX
HapyLleHusxX npaBun obpaboTku
[MepcoHanbHbIX OAHHbIX,
HapyLleHnsiX npaB CyObeKkToB
[MepcoHanbHbIX AaHHbIX.

[MpaBa cybbekTa NepcoHanbHbIX
AaHHbIX

CybbekTt BnpaBe TpeboBaTb
yTOYHeHNA ero [lepcoHarnbHbIX
AaHHbIX, UX BGrOKMPOBaAHUA MK
YHUYTOXEHUA B Ccry4dae, ecnu

[NMepcoHarnbHble JaHHble
ABNAOTCA HEeMoNHbIMHU,
yCTapeBLUNMU, HETOYHbIMMU,

HE3aKOHHO MOMNyYeHHbIMU NN He
ABNATCA HeobxoaMmMbIMW OnNs
3asiBneHHon uenu obpaboTku, a
Takxe NPUHUMAaTb
NpeayCcMOTPEHHbIE 3aKOHOM
Mepbl MO 3aLUMTE CBOUX MNpaB.

use Personal Data only for the
actions that are necessary to
perform their official duties;

minimize the processing of
Personal Data, i.e. process data
only to the extent necessary to
perform their job responsibilities;

know the rules for processing
Personal Data established by the
Institute, take part in training and
testing conducted by the Institute;

notify the Legal Department of
any identified violations of
Personal Data processing rules or
violations of Personal Data
Subject’s rights.

Rights of the Personal Data
Subject

5.1. The subject has the right to
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require an update of his/her
Personal Data, its blocking or
destruction if the Personal Data is
incomplete, outdated, inaccurate,
obtained illegally or is not
necessary for the stated purpose
of processing; as well as to take
measures provided by law to
protect their rights.



5.2. CybbekKT

nMeeT npaBoO Ha
nonyvyeHuve NHdopMaLuni,
Kacawowencs obpaboTkm ero

[MepcoHanbHbIX AAHHbLIX, B TOM
yucre coaepXxawen:

noaTeepXaeHue doakTta
obpaboTku;

NpaBOBble OCHOBaHWUS N LENu
obpaboTky;

cnocobbl 0bpaboTky;
HanMeHoBaHue n MeCTO
HaxoXxaeHus NHCcTuTyTa,
cBeaeHusd o) nuuax (3a
NCKNIOYEHNEM paboTHMKOB
MHCTUTYyTa), KOTOpblE WUMENT
[ocTyn K [MepcoHarnbHbIM

AaHHbIM WX KOTOPbIM  MOTYT
ObITb packpbITbl NepcoHanbHble
AaHHblE;

obpabaTtbiBaemMble
[NepcoHarnbHble JaHHble,
OoTHOCSALWMecs K
COOTBETCTBYHOLLEMY  CYOBLEKTY,
NCTOYHUK UX NOSTYHEHUS;

CPOKU 0bpaboTkun
[MepcoHanbHbIX OaHHbLIX, B TOM
4YMCIE CPOKM NX XPaHEHUS;

nopsiaokK OCYLLECTBIEHUS
cyb6BbEeKTOM npas;
MHdOpMaLNIO 00
OCYLLIECTBIIEHHOM nnn o)
npegnonaraeMou
TpaHcrpaHn4Hom nepenadve

[MepcoHanbHbIX OaHHbIX;

HauMeHoBaHWe unn damMmunuio,
UMA, OTYECTBO WM agpec nuua,
ocywlectenawwero obpaboTky
[MepcoHanbHbIX  AaHHbIX MO
nopyyeHuto  MHcTuTyTa, ecnu
obpaboTka nopy4yeHa unu éyget
nopyyeHa Takomy nuuy;

5.2. The subject is entitled to receive
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information concerning the
processing of his/her Personal
Data, including the following:

confirmation of the fact of
processing
legal grounds and purposes of
processing;

methods of processing;

the name and the location of the
Institute, information about the
persons (except for  the
employees of the Institute) who
have access to the Personal Data
or to whom Personal Data may be
disclosed;

the processed Personal Data
related to the relevant subject, the
data source;

the
the

terms of processing of
Personal Data, including
terms of its storage;
procedure for the exercise of
subject’s rights;

information on the completed or
planned Cross-border transfer of
the Personal Data;

the name or the last name, the
first name, the patronymic name
and address of the person
processing the Personal Data on
the behalf of the Institute, if the
processing is or will be assigned
to this person;



5.3.

5.4.

5.9.

nHopmaumio 0 crnocobax
NCNOJSTHEHUS NHcTuTyTOM
006s13aHHOCTEN, YCTaAHOBIEHHbIX
3aKOHOM,;

WUHbIE cBeaeHus,
npeaycMOTPEHHbIE
denepanbHbIMN 3aKOHaAMM.
3anpoc cybbekTa 0
npegoctaBneHnn  uHpopmaumm
HanpaBnseTcs Ha agpec
NHcTutyTa n [OIMKeH
cogepxarb:

HOMep AOKYMeHTa,
yOOCTOBEPSIOLLEro NMNYHOCTb
cybbekTa nnm ero
npeactaBuUTeEnNsl, CBEOEHUst O
AaTe BblgayuM U BblOaBLUEM €ro
opraHe,

cBegeHud,  noatBepkgarouime
yyactue cybbekTa B

OTHOWEHUAX ¢  WHCTUTyTOM,
nnbo ceegeHus, NHbIM obpasom
noaTresepXxaarLwme doakT
0bpaboTku [MepcoHarnbHbIX
AaHHbIX MHCTUTYTOM,

noanucb cybbekTa.

3anpoc MoxeT bbITb HanpasneH
B dopme 3NEeKTPOHHOro
AOKyMeHTa Ha agpec

inbox@skoltech.ru 1 noanuncaH
9NEKTPOHHOM NOAMNUCHIO.

CBepeHuss  npedocTaBnAlTCS
CyObeKkTy [MpaBoBbIM
aenaptameHTom B TeyeHue 10
(oecatn) pabounx pgHen C
MOmMeHTa  obpaweHna  nunobo
nonyyeHus NHCTUTYTOM
3anpoca.  YKasaHHbIN  CpPOK

MOXeT OblTb MNpOASfieH, HO He
bonee yem Ha 5 (NATb) paboymx
AHen B cnyyae HanpasneHus

5.3.

5.4.

5.5.
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information on the methods of
fulfilling the Institute's obligations
established by law;

other information stipulated by
federal laws.

The subject's request for
information is sent to the
Institute's address and should
contain:

the number of the subject’'s and
his/her representative’s identity
document , its date of issue and
the issuing authority,

information confirming the
subject's participation in relations
with the Institute, or evidence
demonstrating the Institute's fact
of processing of Personal Data by
the Institute,

the subject's signature.

The request may be sent in a form
of an electronic document to the
email address inbox@skoltech.ru
and signed with an electronic
signature.

The information is provided to the
subject by the Legal Department
within 10 (ten) working days from
the date of the request or date of
the receipt of the request by the
Institute. The specified period
may be extended, but not more
than for 5 (five) working days
provided the Institute sends a
reasoned notice to the subject.



6.1.

6.2.

7.

7.1.

7.2.

NHcTuTyTOM B agpec cybbekTa
MOTMBUPOBAHHOIO
yBEOOMIEHMS.

6. [lopyyeHne obpaboTku
[MepcoHanbHbIX AaHHbIX

NHCTUTYyT, encTBys B KadectBe

OnepaTopa, Bnpaese Mnopy4nTb
0bpaboTky [MepcoHanbHbIX
JaHHbIX  gpyromy  nugy C
cornacus cybbeKkTa
[MepcoHanbHbIX  OaHHbIX, Ha
OCHOBaHWW  3aKrlo4aemoro ¢

3TUM NMLIOM OOroBopa.

Mo poroBopy c¢ Onepatopom
[MepcoHanbHbIX OAaHHBbIX,
NHCTUTYT MOXET OCyLLEeCTBNATb

obpaboTKy [MepcoHanbHbIX
AaHHbIX no NOpyYeHUto
Onepatopa.

TpaHcrpaHndHas nepegada
[MepcoHarnbHbIX AaHHbIX

NHcTuTyT ocyLiecTengaeT
TpaHcrpaHn4Hyto nepegady
JAaHHbIX C cobnogeHnem
YyCNnoBun, YCTaHOBNEHHbIX
3aKOHOLaTeSTbCTBOM.
OTBeTCTBEHHOE CTPYKTYpPHOE
nogpasgeneHue Ao
OCYLLECTBIEHUS
TpaHcrpaHn4Hom nepenayu
ob643aHO nony4uTb OT  JNinu,
KOTOPbIM nraHnpyeTcs
TpaHcrpaHn4yHas nepenava

6.

6.1.

6.2.

7.1.

7.2.
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Assignment of personal Data
processing
The Institute, acting as the

Operator, has the right to entrust
the processing of Personal Data
to another person with the
consent of Personal Data Subject,
on the basis of an agreement
concluded with this person.

Under an agreement with the
Personal Data Operator, the
Institute may process Personal
Data on behalf of the Operator.

Cross-border transfer of Personal
Data

The Institute carries out Cross-
border transfer of data in
compliance with the conditions
established by law.

The Responsible structural unit
prior to carrying out Cross-border
transfer, obtains from the persons
to whom the Cross-border
transfer of Personal Data is
planned and sends to the Legal



7.3.

[MepcoHanbHbIX  AaHHbIX, "
nepegatb B MpasoBon
aenaptamMmeHT crnepywouime
cBeaeHus:

CBeleHMss O Uuensax nepegayun
[MepcoHarnbHbIX JaHHbIX,

Kateropun cybbekToB, obbeme
[MepcoHanbHbIX AaHHbIX;
CBeLeH1si O TOM, Ha TeppuUTopumn
KaKmx rocygapcTs
npegnonaraeTcs nepepada
[MepcoHanbHbIX AaHHbIX;
cBefeHMs 0 Mepax no 3awute
nepegasaeMbix [lepcoHanbHbIX
AaHHbIX M 06  ycrnoBusx
npekpaLleHus nx obpaboTku;

CBeleHMss O nuuax, KOTOopbIM
nraHupyeTcs  TpaHcrpaHn4Has
nepegada [MepcoHarnbHbIX

AaHHbIX (HaumeHoBaHue nnbo
dhamunmna, Mma M oT4ecTBo, a
Takke HOMepa  KOHTaKTHbIX
TenedoHOB, NOYTOBLIE apeca U
aZipeca 9NeKTPOHHOW MoYyThl).

[MpaBoBbIM aenaptameHToMm
ocyllecTensaeTcs oueHKa
cobnogeHns nuuamMmm, KoTopbiM
nnaHnpyetcsa  TpaHcrpaHunyHas
nepenaya,
KOH(pUAeHUManbLHOCTH
[MepcoHarnbHbIX JaHHbIX n
obecneyeHns ©e3onacHocTun
[MepcoHanbHbIX AaHHbIX OPU NX
obpaboTke, a Takke OLEHKa
npegoctaBneHHoON nHpopmaumm

M CcBedeHWA O NpPaBOBOM
perynuposaHunm B  obnacTtu
MepcoHanbHbIX [aHHbIX

MHOCTPaHHOro rocygapcTea, noa

7.3.
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Department the

information:

following

information on the purposes of
transfer of Personal Data, the
category of subjects, the scope of
Personal Data;

information on the territory of
which countries the transfer of
Personal Data is planned;

information on the protection
measures of the transferred
Personal Data and on the
conditions for terminating its
processing;

information about the
persons/organizations to whom
the Cross-border transfer of
Personal Data is planned (the
name or the last name, the first
name, the patronymic name, the

contact telephone numbers,
postal addresses and e-mail
addresses).

The Legal Department will assess
the compliance of the persons to
whom the Cross-Border Transfer
is planned with the confidentiality
and security of Personal Data
during its processing, as well as it
will evaluate the information
provided and the information on
the legal regulation of Personal
Data in the foreign country under
which jurisdiction the persons to
whom the Cross-Border Transfer
of Personal Data is planned to be
accomplished.



8.1.

8.2.

8.3.

ropucanKumnen KOTOpOro
HaxogaTca  nuua, KOTOPbIM
nraHupyeTcs  TpaHcrpaHn4Has
nepegada [MepcoHarnbHbIX
JaHHbIX.

BbiaBrneHne HenpaBoMepHON
0b6paboTku NepcoHanbHbIX

AaHHbIX
B crnyvae BbISABIIEHUSA
HernpaBoOMEpPHOM 0bpaboTku
[MepcoHanbHbIX AaHHbIX,
OTBeTCTBEHHOE CTPYKTYpHOE
nogpasaeneHune 06s13aHO

He3ameaInTenbHO cooOWMTL 00
9ToM B [lpaBoBOM fenapTaMeHT.

NHCcTuTyT B CPOK, He
npeBbILlaoLWn 3 (Tpex)
pabounx JHen, ob6sa3aH
npekpaTuTb HenpaBoOMEpPHYHO
obpaboTtky wunu  obecneynTb
npekpaweHne HenpaBoOMepHOM
obpabotkn. B cnydae, ecnu
obecneuntb NpaBOMEPHOCTb
0bpaboTkn [MepcoHanbHbIX

AAHHbIX HEBO3MOXHO, VIHCTUTYT
B CpPOK, He npesbiwatowmnn 10
(necatun) paboumx gHen, obasaH
YHUYTOXUTb Takue
[lepcoHanbHble OaHHble WK
obecneynTb NX YHUUTOXEHME.

B cny4ae yctaHoBneHna dakrta
HenpaBOMEpPHOW U criydanHom

nepegayv (NpepocTaBneHus,
pacnpocTpaHeHus, aocTtyna)
[MepcoHanbHbIX AaHHbIX,

noBrieKlWen HapyleHne rnpas
cybbektoB, MHCTUTYT 065a3aH C

8.

8.1.

8.2.

8.3.
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Detection of unlawful processing
of Personal Data

In case of detection of unlawful
processing of Personal Data, the
Responsible structural unit is
obliged to immediately notify the
Legal Department.

The Institute ceases unlawful
processing or ensures that
unlawful processing ceases within
a period not exceeding 3 (three)
working days. If it is impossible to
ensure the lawfulness of the
processing of Personal Data, the
Institute  will destroy such
Personal Data or ensure its
destruction within a period not
exceeding 10 (ten) working days.

In case the fact of unlawful or
accidental transfer (provision,
distribution, access) of Personal
Data is revealed and it led to the
violation of the rights of subjects,
the Institute is obliged to notify



9.1.

BbISIBIEHMSI  TAKOro
yBEOOMUTb

MOMEHTa
MHUMOeHTa
PockomHagsop:

B TeyeHne 24 (poBaguatu
yeTblpex) Yacos o)
npousoLwenwem WHUMOEHTe, O
npegnoniaraemMblXx MPUYNHAX, W

npegnonaraemMom  Bpege, o
NPUHATBIX Mepax no YyCTPaHeHUto
nocneancTBun, a Takxe

npeaocTaBUTb CBEAEHNS O NULLE,
ynosiHomo4yeHHoM OnepaTtopom
Ha B3anmoagencTeme o]
PockoMHag3opomM no Bomnpocam,
CBSI3aHHLIM C  BbISIBIIEHHbLIM
MHUNOEHTOM;

B TeyeHue 72 (cemngecaTn AByx)
yacos o) pesynbTarax
BHYTPEHHEro paccrnegoBaHus, a
Takke nNpegocTaBUTb CBEOEHUSA
O InuMuax, [OenCTBUA KOTOPbIX
cTanu nNPUYNHOW BbISBNEHHOIO
MHUMOEeHTa (Npy Hanu4un).

YHnutoxeHune NepcoHanbHbIX
AaHHbIX

B cnyyae poctuxeHus uenmu
obpaboTkn (McTeveHus cpoka
cornacus Ha obpaboTky
[MepcoHanbHbIX AaHHbIX, OT3blBa
cornacus cybvektom) NHCTUTYT
0b64a3aH npekpatuTb 00paboTKy
[MepcoHanbHbIX  AaHHbIX UMK
obecneunTb ee npekpaweHne u
YHUYTOXUTb [NepcoHanbHbIe
AaHHble wunuM obecneuntb KX
YHUYTOXEHNEe B  CpPOK, He
npesblwatowmn 30 (TpmuauaTw)
KaneHgapHblX AHen C  Jathl

Roskomnadzor within the

following term:

within 24 (twenty-four) hours
infform  about the incident
occurred, the alleged reasons and
estimated damage, the measures
taken to eliminate the
consequences, and also provide
information about the person
authorized by the Operator to
interact with Roskomnadzor on
the issues related to the identified
incident;

within 72 (seventy-two) hours,
provide information on the results
of the internal investigation, and
also provide information on the
persons whose actions caused
the identified incident (if any).

Destruction of Personal Data

9.1. In case of achieving the objective
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of the processing (in case of
expiration of the validity term of
the consent to process Personal
Data or withdrawal of the consent
by the subject), the Institute is
obliged to stop processing
Personal Data or ensure its
termination and destroy the
Personal Data or ensure its
destruction has been fulfilled
within a period not exceeding 30
(thirty) calendar days from the



9.2.

9.3.

AOCTMXKEHNST uUenn  obpaboTku
(MCTeyeHms cpoka cornacusi Ha
0bpaboTKy [MepcoHarnbHbIX
AaHHbIX), ecnm MHOE  He
npeaycMoTpPeHO AOroBOpPOM,
CTOPOHOM KOTOpPOro,
BblrogonpuobpeTtarenem nnu
nopyuMtenemMm no  KOTOPOMY
ABNsieTcs cybbexT, NHbIM
cornaweHnem, ecnn Onepartop
He BrpaBe  OCYLECTBMSATb
0bpaboTky 6es cornacus
cybbekTa.

B cnyyae obpalleHus cybbekTa
Cc TpeboBaHMEM O MpekpalleHun
obpaboTkn WNHCTUTYT 0653aH B
CpOK, He npesBblwawowmn 10
(oecsatn) pabounx OHen,
npekpatuTb Mx o06paboTKy wnn
obecneunTtb npekpaLlieHne
Takon 00paboTkn. YKasaHHbIN
CPOK MOXeT ObiTb NpoAaSieH, HO
He 6onee 4yem Ha 5 (nATb)

pabounx gHen B crydae
HanpaBneHus Onepatopom
MOTUBUPOBAHHOIO
yBEOOMITEHUSI.

B crnydvae OTCYTCTBUS
BO3MO>XHOCTMU YHUUTOXEHNS
[MepcoHanbHbIX  AaHHbIX B
TeYeHne yKa3aHHOro Cpoka,
NHCTUTYT ocyuiecTBnseT
bnoknpoBaHue Taknx
[MepcoHanbHbIX  OaHHbIX WK

obecneunBaet nx 6nokMpoBaHme
n obecneynBaeT YHUUTOXEHUE
MepcoHanbHbIX AaHHbIX B CPOK
He 6onee 4em 6 (wecTb)
MecsaueB, ecrniM WHOM CPOK He
yCTaHOBIIEH denepanbHbIMU
3aKoHaMMu.

9.2.

9.3.
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date of achieving the objective of
the processing (expiration of the
validity term of the consent to
process Personal Data), unless
otherwise stipulated by an
agreement to which the Personal
Data Subject is a party,
beneficiary or guarantor, another
agreement, if the Operator does
not have the right to process
Personal Data without the
consent of the subject.

In case of a subject's request to
stop processing, the Institute is
obliged to stop processing or
ensure the termination of such
processing within a period not
exceeding 10 (ten) working days.
The specified period may be
extended, but not more than for 5
(five) working days if the Operator
sends a reasoned notice.

If it is not possible to destroy
Personal Data within the specified
period, the Institute shall block
such Personal Data or ensure its
blocking and ensure the
destruction of Personal Data
within a period of no more than 6
(six) months, unless another
period is established by federal
laws.



[MepcoHanbHbIX JaHHbIX B
cnyvasix, npeaycMOTPEHHbIX
HaCTOALLUM pasgeniom
[MonoxeHnsa, ocyecTBnseTca B
YCTAHOBMEHHOM  Mopsigke ¢
y4yacTuem nuiua, OTBETCTBEHHOIO
3a opraHu3auuio 0bpaboTku
[MepcoHanbHbIX NaHHbIX B
NHcTutyTe.
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9.4. MogTteepxaeHne yHuuTOoXeHUs 9.4. Confirmation of the destruction of

the Personal Data in the cases
written in this section of the
Regulations is carried out in the
established manner with the
participation of the person
responsible for organizing the
processing of personal Data at
the Institute.



